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ADVANTAGES AND DISADVANTAGES OF THE DIFFUSION PROPERTIES OF
LIGHTWEIGHT BLOCK CIPHERS BASED ON ROUND-BY-ROUND AVALANCHE
ANALYSIS

Abstract: This paper investigates the diffusion properties of lightweight encryption
algorithms designed for deployment in resource-constrained systems. Modern schemes intended
for environments with strict limitations on computational complexity and energy consumption are
evaluated. Particular attention is paid to the analysis of isolated round functions — particularly their
behavior prior to the application of round keys. This approach enables the assessment of internal
structural properties independently of the key scheduling procedures and identifies basic diffusion
characteristics determined exclusively by the employed bitwise transformations. Specifically, the
impact of flipping a single bit in the input block on the distribution of changes in the output data
is analyzed, facilitating an evaluation of the quality of internal transformations and their resistance
to cryptanalytic attacks. For quantitative evaluation, classical measures of avalanche behavior —
the Avalanche Effect and the Strict Avalanche Criterion (SAC) — are used to assess how rapidly
and uniformly information propagates within a block after the application of round
transformations. All algorithms are evaluated using a unified round-by-round experimental
procedure under identical conditions. This ensures a consistent and objective comparison of their
diffusion characteristics across successive encryption rounds. The results reveal distinct
advantages and limitations in diffusion speed, stabilization behavior, and uniformity among the
evaluated lightweight cipher constructions. The comparison shows that schemes based on cyclic
rotations and bitwise operations exhibit high diffusion rates with minimal computational
complexity. This analysis demonstrates the effectiveness of approaches relying on simple bitwise
transformations. The obtained results provide valuable practical design insights for the selection
or design of lightweight cryptographic primitives for microcontrollers, sensor networks, and other
devices with limited computational capabilities.

Keywords: lightweight algorithm, diffusion, avalanche effect, SAC (Strict Avalanche
Criterion), Feistel network, RX structure.

Introduction

Digital technologies are increasingly penetrating everyday life. Most of the devices
surrounding us — such as smartphones, smartwatches, medical sensors, and smart home systems —
constantly exchange data. These data often contain personal or confidential information.
Therefore, information security becomes an integral part of the digital environment. At the same
time, devices are becoming increasingly miniaturized, while their computational capabilities
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remain limited. This creates specific requirements for encryption methods, which must be not only
secure but also as simple as possible to implement.

Classical encryption algorithms, such as AES and IDEA, provide a high level of security;
however, they require substantial computational resources and energy [1]. Their use in
microcontrollers, sensor nodes, and other low-power systems is often inefficient. In response to
these constraints, recent years have seen the active development of lightweight cryptographic
algorithms. These algorithms are designed to operate under conditions of limited memory, low
processor word size, and low energy consumption [2].

Lightweight encryption algorithms rely on various architectural principles, the most
common of which include Feistel networks [3], SP-networks [4], as well as ARX (Add—Rotate—
XOR) and RX (Rotate—XOR) schemes [5]. Each of these approaches has its own advantages and
limitations. SP-networks provide strong diffusion but require the use of substitution tables (S-
boxes), which increases memory usage and energy consumption. ARX-based schemes achieve a
good balance between security and performance by relying solely on arithmetic and logical
operations. RX-based structures, in turn, completely avoid complex computations and use only
bitwise cyclic rotations and XOR operations, making them particularly attractive for devices with
extremely limited resources.

One of the key quality indicators of any block cipher is its diffusion properties, that is, how
rapidly and uniformly changes in the input data propagate throughout the entire output block [6].
In other words, a change of a single input bit should result in changes in approximately half of the
output bits. This property is known as the avalanche effect. Strong diffusion ensures that small
input modifications lead to significant changes in the output, thereby hindering structural
cryptanalysis of the cipher [7].

For the quantitative evaluation of avalanche behavior, measures of the Avalanche Effect
and the Strict Avalanche Criterion (SAC) are employed. The former characterizes the proportion
of output bits that change when a single input bit is inverted, while the latter reflects how uniformly
each input bit influences each output bit. If each output bit changes with a probability close to 0.5,
the cipher is considered to satisfy the SAC [8]. These measures enable the comparison of different
algorithms independently of their architecture and key parameters.

Despite the substantial body of research on lightweight ciphers, comparative evaluations
of the diffusion properties of different architectures remain relatively scarce. Many studies focus
primarily on performance, energy consumption, or resistance to specific attacks, while the uniform
propagation of input modifications receives comparatively less attention [9]. However, insufficient
diffusion may lead to slower propagation of local input changes across the internal state and can
reveal structural weaknesses in reduced-round transformations. For this reason, the round-by-
round analysis of diffusion behavior provides useful information about how rapidly and uniformly
the internal transformations spread input differences. Effective diffusion is therefore an important
characteristic in the design and security analysis of lightweight block ciphers [10-11].

In this work, a comparative analysis of the diffusion properties of several well-known
lightweight block ciphers is presented, namely SIMON, SPECK, PRESENT, LEA, HIGHT, and
TEA, as well as a new algorithm, FEATHER-RX, which is constructed exclusively from simple
bitwise operations — cyclic rotations and logical XOR and AND — without the use of substitution
tables or modular addition. All algorithms were implemented within a unified software
environment and evaluated using the same experimental methodology.

The main objective of this study is to determine how cipher architecture affects diffusion
characteristics and to identify the main advantages and relative limitations of the evaluated
constructions. Particular attention is paid to RX-based structures, as they represent a simple and
energy-efficient alternative to ARX and SP models. The analysis is conducted using round-by-
round avalanche evaluation and classical diffusion measures, providing an objective assessment
of diffusion behavior in block ciphers.
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The practical significance of this work lies in the fact that the obtained results can be used
when selecting cryptographic primitives for Internet of Things devices, embedded systems,
medical sensors, and other resource-constrained platforms. The identified relationships between
round structure and diffusion characteristics make it possible to formulate guidelines for the design
of new lightweight algorithms that achieve a high level of security with minimal hardware
overhead.

The main novelty of this study lies in the development of an original lightweight encryption
algorithm, FEATHER—RX. The proposed algorithm is built on RAX-like transformations, where
the internal structure operates in conjunction with a dynamic parameter. This integration enables
enhanced diffusion characteristics while maintaining low computational complexity.

In most existing works, evaluation is performed at the level of the complete encryption
algorithm, which makes it difficult to isolate and assess the individual contribution of the round
function to the overall diffusion behavior. By addressing this gap, the present study provides a
more precise assessment of diffusion at the round-function level.

Thus, the study aims to reveal the relationship between cipher architecture and its ability
to uniformly propagate input modifications. A comparison of different structural approaches
allows for the identification of promising directions for the further development of efficient
cryptographic solutions tailored to resource-constrained environments.

Methodology

Description of the FEATHER-RX algorithm

FEATHER-RX is a new lightweight block cipher developed in the Information Security
Laboratory of the Institute of Information and Computational Technologies. The algorithm is
designed for systems with limited computational resources and minimal hardware implementation
requirements.

The cipher follows a Feistel structure and operates on a fixed 64-bit block size. For
implementation efficiency, the block is divided into a left (L) and a right (R) branch, each 32 bits
long (Figure 1). This architecture is motivated by the fact that 32-bit operations are natively
supported by most microcontrollers, providing an optimal balance between execution speed and
simplicity. The name of the algorithm reflects its structural core, which primarily utilizes RX
(Rotate—XOR) transformations, augmented by bitwise AND operations to introduce the required
non-linearity.

ki

Figure 1. Structural diagram of the FEATHER—-RX algorithm

The input block undergoes 48 sequential rounds of transformation. This value was chosen
as a compromise between the algorithm’s performance and the necessary level of diffusion.

A round is defined as a complete transformation cycle comprising the round function
evaluation, mixing with key material, and the subsequent swapping of branches in the Feistel
network. Each iteration introduces additional data mixing, increasing the complexity of the
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dependency between input and output bits. While an increased number of rounds enhances
diffusion and cryptanalytic resistance, it simultaneously raises the computational cost.

In each round, only the right half of the block is transformed. The left half is updated by
via an XOR operation with the output of the round function, followed by a branch swap. This
structure ensures a gradual propagation of changes throughout the entire block with minimal
operations.

The structure of the FEATHER—RX round function is shown in Figure 2. The algorithm
avoids substitution tables and modular addition, relying instead on three basic primitives: bitwise
rotations, XOR, and the bitwise AND.
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Figure 2. Block diagram of the FEATHER—RX round function

This selection of operations makes FEATHER—RX particularly suitable for extremely
resource-constrained devices. Cyclic rotations and XOR operations can be implemented in
hardware in constant time, without memory access or complex arithmetic units, thereby reducing
energy consumption and latency.

The round function is defined as follows:

e The function takes a 32-bit word x and the round index i as inputs.

e A rotation offset is selected from the parameter array R_CYCLE = (13,16,19).

e A combination of four cyclic rotations, one AND operation, and two XOR operations

is applied.

In analytical form, the round function is given by

1; = R_CYCLE[ i mod 3]
f(x,i) = (rotl32(x,1) & rotl32(x,8)) @ rotl32(x,3) @ rotl32(x,r;) (1)

where rotl32(x, j) denotes a cyclic left rotation of the 32-bit word X by j bits, & is the bitwise
AND operation, @ denotes the XOR operation (addition modulo 2), and i is the round index. The
round function utilizes a combination of fixed rotations {1, 8, 3} and a dynamic rotation parameter
1; from the R_CYCLE array.

Thus, each bit in the input word affects multiple positions through varying rotations. The
resulting values are combined using the AND operation and subsequently mixed via XOR. This
ensures that even a single-bit change in the input word X propagates rapidly to a large number of
bits in the output word y.

The FEATHER—-RX round function does not employ table-based nonlinear transformations
or modular addition. Nevertheless, the combination of multidirectional cyclic rotations provides a
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high level of diffusion, achieving effective change propagation without computationally heavy
components. Rotation parameters are selected to avoid symmetric or repetitive structures. The
variable parameter r; changes from round to round, preventing the emergence of stable patterns
and improving diffusion uniformity. The AND operation introduces essential nonlinear
dependencies between bits, while the subsequent XOR mixing further strengthens the diffusion
effect.

The algorithm supports two master key lengths: 128 and 256 bits. This allows FEATHER—
RX to be used in a variety of security scenarios and adapted to the requirements of a specific
system. The 256-bit key is intended for environments with higher security requirements, while the
128-bit variant targets devices with stricter memory and energy constraints.

Round keys are derived from the master key with a length of 32 bits. During encryption, a
single round key is added to the data in each round. This 32-bit key size is consistent with the
internal word size, simplifying implementation on 32-bit architectures.

Within the scope of this study, the key schedule algorithm and the round key addition
operation are not analyzed. All experiments focus on evaluating the diffusion properties of the
round function itself. This approach isolates the impact of the transformation structure, allowing
for an objective assessment of the RAX operations' contribution to the avalanche effect,
independent of external factors.

Object and purpose of the study

The object of this study is lightweight block encryption algorithms intended for use in
devices with limited computational resources.

The purpose of the work is to conduct a comparative evaluation of diffusion properties and
to analyze the behavior of the round transformations that form the core of each considered cipher.

The round function determines how data are transformed within a block at each encryption
step. It governs the uniformly of bit-change propagation, the rate at which the avalanche effect
emerges, and the structural resistance of the algorithm to linear and differential cryptanalyses.
Therefore, studying the round function behavior reveals internal regularities of the cipher and
identifies the strengths and weaknesses of its architecture.

The objective of this study is to experimentally demonstrate how the type of round
transformation (e.g., SP-, ARX-, or RX-based structures) and the cipher topology (specifically, the
Feistel network) affect the degree of diffusion. This facilitates the identification of the most
promising approaches for designing new lightweight algorithms. Such results are especially
important at the design stage, when it is necessary to select a minimal set of operations that provide
adequate security without increasing hardware overhead.

Methods for evaluating diffusion

To evaluate diffusion properties, two classical measures of avalanche behavior were used:
the avalanche effect and the Strict Avalanche Criterion (SAC). These measures allow for a
quantitative assessment of how significantly and uniformly a small change in the input data
(specifically, the inversion of a single bit) is reflected in the ciphertext [12—13].

The methodology was based on the sequential encryption of two closely related blocks
differing by only one bit. Let F denote the encryption function, x the original input block, and x®
the block obtained by inverting the ith input bit. After performing a fixed number of rounds, the
number of changed bits was computed as the Hamming distance between the corresponding
outputs:

d=wt(Fx) ® F(xD)) (2)
where @ denotes the XOR operation and wt is the Hamming weight. Next, the average number of

changed bits was determined and compared with the ideal distribution, which corresponds to a
50% change in bits.
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The SAC was assessed as a measure of the uniformity of influence exerted by each input
bit on each output bit. Mathematically, this is expressed as the probability that the jth output bit
changes when the ith input bit is inverted:

P =P(fi(x) ® fi(x?P)=1) =05 3)
To evaluate the overall diffusion quality, the normalized SAC value was computed as
2
SAC =1- =53 3)4|Pj - 0.5] 4)

A normalized SAC value close to 1.0 indicates that each input bit affects each output bit
with equal probability, which characterizes high-quality diffusion.

Experimental parameters

The experiments were conducted in a unified software environment with all algorithms
implemented in Python without platform-specific optimizations. Testing was performed using a
unified configuration: 1,000 random input blocks, 16 evaluated rounds, fixed all-zero round keys,
and block sizes defined by each cipher specification. A fixed random seed was used to ensure
reproducibility.

The analysis focused on the behavior of the round function rather than on the complete
cryptographic system. This approach isolates the internal properties of the transformations,
allowing for an evaluation of the structural diffusion without the influence of additional
components, such as round key addition, external permutations, or final processing stages.

Within the scope of this study, fixed all-zero round keys were used to exclude the influence
of the key schedule on the diffusion results. This decision is consistent with the primary objective
of analyzing the diffusion properties of the round function itself. This configuration isolates the
contribution of the round transformation while maintaining identical key conditions for all
algorithms.

Excluding round keys enables the isolation of the intrinsic properties of the
transformations. In this case, the observed diffusion is determined solely by the applied bitwise
operations, cyclic rotations, and the overall round structure. This approach provides a more direct
and objective assessment of the effectiveness of the chosen architecture.

Furthermore, it should be noted that the key schedule algorithms vary substantially across
different ciphers, influenced by master key length, the number of rounds, and the specific set of
operations employed. In a comparative analysis, such variations could lead to biased results,
reducing the validity of comparisons between different schemes.

Fixing or completely excluding key material is a common practice in studies of the
diffusion properties of round functions. This approach is typically applied during the early design
stages of encryption algorithms to evaluate structural quality independently of key-related
parameters.

Thus, omitting round keys in the experimental setup makes it possible to focus on the
analysis of the diffusion properties of the round function itself and ensures a correct and consistent
comparison of results across all investigated algorithms.

To evaluate the diffusion properties of round functions, a unified experimental
methodology was applied to all tested algorithms:

Random input data blocks were generated for each round-function variant.

Each random block was encrypted, and the output value was recorded.

Each input bit was inverted separately while all remaining bits were kept unchanged.
The modified block was re-encrypted under identical conditions.

The resulting outputs were compared by calculating the number of differing bits to
quantitatively assess avalanche behavior.

NS
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6. The procedure was repeated for 1,000 randomly generated input blocks at each

evaluated round.

7. Based on the averaged results, the avalanche indicator (as a percentage) and

compliance with the SAC were evaluated.

The methodology provides an objective comparison of different round functions and
identifies designs that ensure efficient change propagation. Intermediate diffusion values were
analyzed for each round from 1 to 16, enabling an assessment of both diffusion growth and
stabilization.

The study includes seven lightweight block ciphers: SIMON [14], SPECK [15], PRESENT
[16], LEA [17], HIGHT [18], TEA [19], and the proposed FEATHER—-RX algorithm. Each cipher
employs a distinct architectural approach, including permutations, arithmetic operations, logical
operations, and cyclic bit rotations.

Results and discussion

The interpretation of the results was based on widely accepted measures of avalanche
behavior. An average proportion of modified output bits close to 50% indicates a good level of
diffusion, whereas SAC values approaching 1.0 reflect a high degree of uniform influence of input
bits on output bits. Values that deviate substantially from these reference levels (in particular,
below 0.7) indicate insufficient diffusion and non-uniform propagation of changes [20].

The role of this study is to establish an experimental basis that enables an objective
comparison of round functions used in different block ciphers. The obtained results can be applied
in the design of new cryptographic primitives, especially for systems in which a balance between
security level, performance, and hardware efficiency is required.

The conducted experiments provided comparative round-by-round diffusion data for seven
lightweight cipher constructions. Table 1 summarizes the final avalanche characteristics and the
round at which stable diffusion was achieved.

Table 1. Diffusion characteristics under the unified experimental methodology

Algorithm Flips / Pairs / Stab. AE16 (%) SD (%) SAC norm
block round round
SIMON64 64 64,000 9 49.9739 0.7692 0.9748
SPECK64/128 64 64,000 5 50.0101 0.7875 0.9745
PRESENT 64 64,000 5 50.0296 0.7860 0.9749
LEA-128 128 128,000 7 49.9834 0.4063 0.9747
HIGHT-style 64 64,000 8 50.0379 0.7595 0.9739
TEA 64 64,000 3 50.0197 0.7767 0.9744
FEATHER-RX 64 64,000 5 49.9599 0.7807 0.9750

Notes: Flips / block — number of single-bit input modifications per random block; Pairs /
round — number of original-modified block pairs evaluated at each round; Stab. round — earliest
round at which the mean avalanche effect entered the 45-55% interval and remained within this
range; AE1s — mean avalanche effect at round 16; SD — standard deviation; SAC norm — normalized
SAC quality score. The 95% confidence intervals are presented in the round-by-round diffusion
figure.

Table 1 shows that all evaluated constructions achieve final avalanche values close to the
ideal 50% level. The main difference lies in the number of rounds required to reach stable
diffusion.

For the statistical interpretation of the results, diffusion metrics were analyzed not only as
individual values but also in terms of their stability and repeatability across multiple experimental
trials. The results indicate that all evaluated constructions achieve comparable final diffusion
levels. FEATHER-RX demonstrates stable behavior and the highest normalized SAC score,
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although the differences between the algorithms remain small. Consequently, the statistical
analysis confirms the practical significance of FEATHER-RX regarding its efficiency in
propagating input changes throughout the internal state of the cipher.

While all evaluated constructions approach the ideal final diffusion level, their round-by-
round development differs considerably. Figure 3 shows that FEATHER-RX reaches stable
diffusion rapidly, while SIMONG64 requires more rounds to converge. These differences are
determined not only by the number of rounds but also by the type of basic operations used within
the round function.
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Figure 3. Round-by-round evolution of the avalanche effect for the evaluated lightweight block
ciphers

To complement the graphical representation in Figure 3, Table 2 presents the mean
avalanche effect values at selected rounds and highlights the differences in diffusion growth across
the evaluated constructions.

Table 2. Mean avalanche effect (%) at selected rounds

Algorithm R1 R3 RS R7 R9 R16
SIMON64 3.1285 11.4856 26.2057 40.0038 47.7642 49.9739
SPECK64/128 6.6435 28.9476 46.1994 49.9371 49.9817 50.0101
PRESENT 3.9093 24.4525 46.8708 49.8975 49.9595 50.0296
LEA-128 2.4642 9.0759 26.5709 48.4659 51.9108 49.9834
HIGHT-style 4.4082 18.8565 31.3641 43.4602 49.8415 50.0379
TEA 16.3603 47.4505 50.0274 49.9505 49.9512 50.0197
FEATHER-RX 3.9098 26.3496 46.5510 49.9771 49.9589 49.9599

The numerical values confirm that the evaluated constructions differ mainly in the rate of
diffusion growth, with all of them approaching the ideal 50% level by round 16.

Below is a generalized characterization of the behavior of each investigated scheme.

SIMONG64 exhibits the slowest diffusion development among the evaluated constructions.
During the initial rounds, the avalanche effect increases gradually because the round function relies
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mainly on rotations, XOR, and bitwise AND operations, which spread input changes more slowly
across the state. The algorithm enters the stable 45-55% diffusion interval at round 9 and
converges toward the ideal 50% level by round 16. Therefore, although its final diffusion quality
is comparable to the other evaluated algorithms, SIMONG64 requires a larger number of rounds to
achieve this state.

SPECK64/128 shows rapid diffusion progression, reaching the stable range as early as
round 5. By round 16, its avalanche effect closely approaches the 50% mark, confirming the
effectiveness of combining modular addition, cyclic rotations, and XOR operations.

PRESENT displays swift diffusion increase, entering the stable window at round 5. By
round 16, it attains an avalanche effect close to the ideal 50% level, underscoring the efficiency of
its substitution and permutation layers. However, relying on S-boxes may increase memory
requirements in highly constrained hardware environments.

LEA-128 is an ARX-based cipher designed for efficient implementation on 32-bit
processors. The round-by-round results reveal a gradual rise in diffusion during early rounds,
followed by stabilization within the 45-55% range at round 7. By round 16, its avalanche effect
approaches the ideal 50% benchmark, while the comparatively low standard deviation indicates
highly consistent behavior across the tested input blocks. This performance is primarily driven by
the joint action of modular addition, cyclic rotations, and XOR operations, which establish strong
bit dependencies within the internal state.

The HIGHT-style construction features a progressive diffusion increase during the early
rounds, settling into the stable 45-55% window at round 8. By round 16, its avalanche effect
converges near the ideal 50% level, reflecting uniform difference propagation across the internal
state. This behavior stems from its byte-oriented architecture and the interplay of logical and
arithmetic operations. However, these findings characterize the simplified HIGHT-style model
evaluated in this experiment rather than the fully standardized HIGHT cipher.

TEA yields the fastest diffusion escalation among all evaluated constructions. Its avalanche
effect enters the stable 45-55% interval by round 3 and remains closely aligned with the ideal 50%
level throughout the subsequent rounds. This rapid expansion is facilitated by combining modular
addition, cyclic shifts, and XOR operations, which induce strong inter-bit dependencies.
Consequently, despite its lightweight architecture, TEA delivers highly effective early-round
diffusion under the chosen test conditions.

Particular attention is paid to FEATHER-RX, whose round transformation relies on cyclic
rotations, XOR, and bitwise AND operations without modular addition or substitution tables. The
round-by-round data indicate rapid initial diffusion progression, with the algorithm entering the
stable 45-55% window at round 5. By round 16, its avalanche effect reaches near-ideal values
close to 50%, while securing the highest normalized SAC score among all evaluated schemes. This
robust behavior is attributed to the combined effect of fixed rotations, the round-dependent
dynamic rotation parameter, the nonlinear AND operation, and the Feistel branch exchange. These
results demonstrate that FEATHER-RX achieves diffusion parity with ARX- and SP-based
designs while preserving a lightweight round architecture.

The comparative analysis reveals that while the evaluated constructions reach similar final
diffusion levels, they differ noticeably in the number of rounds required to reach them. ARX- and
SP-based schemes generally offer rapid early-round diffusion owing to modular addition or
substitution layers. FEATHER-RX accomplishes equivalent stabilization using only rotations,
XOR, AND, and Feistel branch exchanges, whereas SIMON64 demands a higher round count.
This confirms that a carefully selected combination of basic bitwise operations can provide
effective diffusion without compromising implementation simplicity.

To summarize the comparative findings, Table 3 presents the main advantages and
disadvantages of the diffusion properties observed for each evaluated construction.
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Table 3. Advantages and disadvantages of the diffusion properties of the evaluated lightweight

cipher constructions

Algorithm Advantages of diffusion Disadvantages / limitations
properties
SIMONG64 Final AE approaches the ideal | Slowest diffusion development; stable
50% level; high normalized SAC | diffusion is reached only at round 9
after sufficient rounds
SPECK64/128 | Rapid diffusion growth; stable | Requires several rounds before reaching
diffusion from round 5; final AE | stable diffusion; early-round diffusion is
close to 50% lower than TEA
PRESENT Stable diffusion from round 5; | Early-round propagation is slower than
final AE close to 50%; high | TEA; diffusion develops gradually during
diffusion uniformity the first rounds
LEA-128 Final AE close to 50%; lowest | Stable diffusion is reached at round 7;

standard deviation among the
evaluated constructions

temporary overshoot above 50% is

observed around round 9

HIGHT-style

Final diffusion approaches the
ideal level; uniform propagation

Relatively slow stabilization at round §;
results apply to the simplified HIGHT-

after stabilization style model rather than the complete

standardized cipher

TEA Fastest diffusion growth; stable | Normalized SAC is slightly lower than
diffusion is reached at round 3; | that of several evaluated constructions
final AE remains close to 50%

FEATHER- Stable diffusion from round 5; | Does not achieve the earliest stabilization

RX final AE close to 50%; highest | among the evaluated constructions;

normalized SAC score; stable

round-by-round behavior

several initial rounds are required before
reaching the stable diffusion interval

It should be noted that the conducted experiment was limited to a comparative round-by-
round evaluation of diffusion under a unified testing configuration. The obtained results
characterize single-bit change propagation and avalanche effect stabilization in the evaluated
constructions. However, they do not constitute a comprehensive assessment of cryptographic
security, as resistance to differential, linear, related-key, and side-channel attacks was not
examined, nor was implementation-specific behavior evaluated across different hardware
platforms.

Conclusion

This work presents a unified round-by-round analysis of the diffusion properties of seven
lightweight cipher constructions using the avalanche effect and the normalized Strict Avalanche
Criterion. The results show that all evaluated constructions approach the ideal final diffusion level,
while differing mainly in the number of rounds required to reach stable behavior.

ARX- and SP-based schemes generally exhibit rapid early-round diffusion owing to
modular addition, substitution layers, and permutations. TEA reaches the stable diffusion interval
earliest, whereas SPECK64/128, PRESENT, and FEATHER-RX stabilize after five rounds. LEA-
128 and the HIGHT-style model require more rounds, while SIMONG64 displays the most gradual
convergence.

Despite this slower stabilization, SIMONG64 likewise achieves an avalanche effect
approaching the 50% benchmark by round 16. Therefore, the comparison indicates that the
principal distinction among the evaluated constructions lies in diffusion speed rather than in the
final avalanche level.

The results obtained for FEATHER-RX are of particular interest. Despite relying
exclusively on cyclic rotations, XOR, AND, and Feistel branch exchanges, the algorithm reaches
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stable diffusion at round 5 and remains near the ideal 50% mark throughout subsequent rounds.
Its normalized SAC score is also slightly higher than those of the reference constructions. These
findings confirm that carefully selected fixed and dynamic rotation parameters can provide
effective diffusion without modular addition or substitution tables.

Overall, the main advantages of the evaluated constructions are associated with rapid
diffusion development and stable near-ideal avalanche behavior, whereas their principal
limitations are related to slower stabilization or less uniform early-round propagation.

Thus, the results of the study show that a high level of diffusion can be achieved not only
by increasing the complexity of the internal structure of a cipher, but also through a rational
combination of simple bitwise operations. The RX-based approach proves to be a promising
foundation for designing new lightweight cryptographic primitives oriented toward
microcontrollers, sensor networks, and Internet of Things devices.

The present findings can be applied in the development and preliminary evaluation of new
encryption algorithms at the stage of round function design. In future work, the study will be
extended by assessing resistance to differential and linear cryptanalysis and by examining the
influence of the key schedule on the diffusion and statistical properties of FEATHER-RX.

Future work

Subsequent research will focus on analyzing the FEATHER-RX key schedule and its
influence on plaintext and key avalanche behavior. Particular attention will be paid to the diffusion
of round keys and to the interaction between key material and the round-by-round development of
the avalanche effect in the complete encryption algorithm.

Additionally, a comprehensive cryptanalytic study of FEATHER-RX is planned. Future
investigations will cover differential, linear, and rotational cryptanalysis, as well as an assessment
of attacks exploiting the structural properties of RX transformations. These studies will provide a
more complete evaluation of the algorithm’s cryptographic security and identify directions for
further optimization.
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