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IMPROVING THE EFFICIENCY OF PIPELINE LEAK DETECTION SYSTEMS USING NEURAL 

NETWORKS 
 

Abstract: Pipeline systems for oil and gas transportation are complex distributed infrastructure facilities 
whose efficient and safe operation largely depends on the application of modern information and 
communication technologies. In the context of industrial digital transformation, intelligent monitoring systems 
capable of continuous acquisition, transmission, and analysis of telemetry data for the early detection of 
emergency conditions have become particularly relevant. One of the most critical challenges is the timely 
detection and accurate localization of leaks, which can result in significant economic losses, environmental 
damage, and threats to public safety. The objective of this study is to develop an approach for determining the 
coordinates of a pipeline leak based on intelligent processing of measurement data using machine learning 
methods. The proposed solution is intended for integration into information and communication systems for 
supervisory control and digital monitoring of pipeline transport. A two-layer multilayer perceptron 
implemented in the MATLAB environment is employed as the data analysis tool, enabling the development of 
a computationally efficient algorithm suitable for practical use in decision-support systems operating in near-
real-time conditions. The neural network was trained on experimental datasets generated for various leak 
locations and flow rate values of the transported medium and was tested on independent datasets. The 
influence of the number of neurons in the hidden layer on leak localization accuracy was investigated. 
Maximum and root mean square localization errors were used as performance metrics. The results demonstrate 
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that increasing model complexity by raising the number of neurons beyond 3–4 does not lead to a significant 
improvement in accuracy and may be accompanied by overfitting, thereby reducing the reliability of the 
algorithm when processing new data. It was found that the optimal neural network architecture comprises 
three neurons in the hidden layer, providing a root mean square error of approximately 2 km and a maximum 
error not exceeding 5.5 km. The obtained results confirm the effectiveness of neural network methods for 
intelligent analysis of telemetry information and demonstrate the feasibility of developing scalable information 
and communication systems for early leak detection. The practical significance of this work lies in improving 
the accuracy of accident localization and reducing pipeline operation risks through the implementation of 
intelligent data processing algorithms within digital industrial monitoring platforms. 

Keywords: leak; leak detection; pipelines; artificial neural networks; multilayer perceptron; oil. 
 

Introduction 
In the context of the digitalization of industrial infrastructure and development of concepts of Industry 

4.0 and the Industrial Internet of Things (IIoT), the role of information and communication technologies in 
ensuring the reliability and safety of distributed engineering systems is steadily increasing. Oil and gas pipeline 
transportation systems belong to critically important facilities whose operation requires continuous monitoring, 
prompt data transmission, and intelligent information processing for the early detection of emergency 
situations. Effective leak detection and localization are key tasks of digital pipeline monitoring systems, as they 
enable timely notification of dispatching services about emerging faults, minimization of economic losses, and 
reduction of negative environmental impacts. 

To date, a number of review studies have been published addressing leak detection methods and leak 
localization in pipelines [1,2]. From the perspective of measurement data acquisition and processing, existing 
leak detection systems can generally be divided into external and internal approaches [3]. External methods 
are based on monitoring environmental parameters and the external condition of pipelines, including acoustic 
signals [4,5] and fiber-optic distributed sensing systems [6,7]. Internal methods typically rely on telemetry data 
obtained from pressure, flow, and temperature sensors and are implemented within supervisory control and 
information-communication systems such as SCADA. These methods include real-time transient flow modeling 
[8], the negative pressure wave method [9], pressure point analysis, and flow balance techniques. 

A critical analysis of existing methods shows that, despite the diversity of technical solutions, there is 
no universal approach to leak localization that is simultaneously accurate, robust, and cost-effective. The main 
limitations remain the high implementation cost, sensitivity to operational disturbances, algorithmic 
complexity, and a significant number of false alarms. In this regard, the development of new intelligent data 
processing methods is highly relevant, particularly those focused on the use of a limited set of measurements 
without relying on complex mathematical pipeline models. 

In recent years, within the development of information and communication technologies and computing 
platforms, machine learning and data analysis methods have become increasingly widespread. Owing to 
advances in parallel computing and graphics processing units, deep learning methods are actively applied to 
streaming data processing and anomaly detection in cyber-physical systems [10,11]. In pipeline monitoring 
applications, neural network methods are used for leak detection based on time-domain data [12–14] and 
frequency-domain analysis [15]. Autoencoders demonstrate effectiveness in analyzing unlabeled data and 
detecting deviations from nominal operating conditions [16,17], while convolutional neural networks are 
employed for the automatic extraction of informative features from measurement signals. 

Despite the active development of these approaches, most of them rely on complex architectures and 
require substantial computational resources, which limits their applicability in distributed information and 
communication monitoring systems. This paper proposes a practice-oriented neural network approach for 
determining the coordinates of a leak in an oil pipeline, based on the use of a two-layer multilayer perceptron 
and experimental data. The scientific novelty of the study lies in the analysis of the influence of neural network 
architecture on leak localization accuracy and in the selection of a minimally sufficient structure that ensures 
stable results without overfitting. The obtained results demonstrate the feasibility of developing 
computationally simple and efficient algorithms for intelligent processing of telemetry data, which are 

 

promising for integration into information and communication systems for monitoring and diagnostics of 
pipeline transportation. 

The paper is organized as follows. Section 2 formulates the leak localization problem based on 
measurable process parameters of pipeline transportation and describes the neural network approach to 
approximating the relationship between the input data and the leak coordinate. Section 3 presents the results 
of a computational experiment performed in the MATLAB environment, including an analysis of the effect of 
the number of neurons in the hidden layer on localization accuracy. Section 4 summarizes the main conclusions 
and outlines promising directions for future research. 

Research Methods  
The oil-product pipeline transportation system includes: connecting pipelines from the oil refinery to 

the main pumping station (MPS); the MPS with a tank farm that provides injection and the required head; the 
linear section of the main oil pipeline with associated line facilities; intermediate pumping stations for 
maintaining the head; branches to intermediate consumers; and the terminal facility intended for receiving, 
storing, and subsequent shipment or pumping of oil products [18-20]. 

When a leak occurs under steady-state transportation conditions, the only technological process 
parameters that may be considered unchanged are the pressure values at the beginning and at the end of the 
pipeline section (respectively, at the outlet of the MPS tank and at the inlet of the terminal tank). 

The operating parameters of the remaining pipeline infrastructure, in one way or another, change when 
a leak occurs [19,20]. 

The head ℎ𝑥𝑥𝑥𝑥 at an arbitrary point of the technological section 𝑥𝑥𝑥𝑥 with coordinate 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 , for a given pipeline 
flow rate 𝑄𝑄𝑄𝑄0, can be expressed as: 

 
       ℎ𝑥𝑥𝑥𝑥(𝑄𝑄𝑄𝑄0) = ℎ𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 + ∑ 𝐻𝐻𝐻𝐻𝑖𝑖𝑖𝑖(𝑄𝑄𝑄𝑄0) − [∑ ℎ𝑖𝑖𝑖𝑖

𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑄𝑄𝑄𝑄0) + ∑ ℎ𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙(𝑄𝑄𝑄𝑄0)]𝑘𝑘𝑘𝑘
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𝑖𝑖𝑖𝑖
𝑖𝑖𝑖𝑖=0  ,   (1) 

 
where ℎ𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is the head at the inlet of the technological section (tank outlet), m; 𝐻𝐻𝐻𝐻𝑖𝑖𝑖𝑖(𝑄𝑄𝑄𝑄0) is the head 

generated by the pump located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 at the specified flow rate 𝑄𝑄𝑄𝑄0, m; 𝑛𝑛𝑛𝑛 is the number of pumps 
located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥; ℎ𝑖𝑖𝑖𝑖

𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑄𝑄𝑄𝑄0) is the head loss on a local resistance located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 at 
the specified flow rate 𝑄𝑄𝑄𝑄0, m; 𝑓𝑓𝑓𝑓 is the number of local resistances located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥; ℎ𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙(𝑄𝑄𝑄𝑄0) is the 
head loss on a linear segment located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 at the specified flow rate 𝑄𝑄𝑄𝑄0, m; 𝑘𝑘𝑘𝑘 is the number of 
linear segments located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥. 

When a leak occurs with flow rate 𝑄𝑄𝑄𝑄𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘 and coordinate 𝐿𝐿𝐿𝐿𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, the flow rate upstream of the leak point 
increases to 𝑄𝑄𝑄𝑄1, while downstream of the leak point it decreases to 𝑄𝑄𝑄𝑄2. 
By definition, these flow rates are related by: 

 
𝑄𝑄𝑄𝑄1 − 𝑄𝑄𝑄𝑄2 = 𝑄𝑄𝑄𝑄𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 .     (2) 

 
Next, for definiteness, we consider the case of estimating the pressure reduction at an arbitrary required 

point 𝑥𝑥𝑥𝑥1 located upstream of the leak point. 
(For points located downstream of the leak point, similar derivations can be performed with respect to 

the end of the technological section.) 
The pressure reduction ∆𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1 up to the leak point (at the point with coordinate 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥1) when the pipeline 

flow rate increases to 𝑄𝑄𝑄𝑄1 is: 
 

∆𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1 = 𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1(𝑄𝑄𝑄𝑄0) − 𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1(𝑄𝑄𝑄𝑄1) .     (3) 
 
In the general case, the function Δ𝑃𝑃𝑃𝑃(𝑄𝑄𝑄𝑄) is nonlinear with respect to 𝑄𝑄𝑄𝑄 and can be represented as follows 

[20,21]: 
 

∆𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1 = 𝑓𝑓𝑓𝑓(𝑄𝑄𝑄𝑄𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, 𝑙𝑙𝑙𝑙𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, 𝑡𝑡𝑡𝑡𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, 𝑋𝑋𝑋𝑋, 𝑌𝑌𝑌𝑌, 𝐾𝐾𝐾𝐾, 𝐿𝐿𝐿𝐿, 𝑇𝑇𝑇𝑇0, 𝑥𝑥𝑥𝑥1) ,   (4) 
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that increasing model complexity by raising the number of neurons beyond 3–4 does not lead to a significant 
improvement in accuracy and may be accompanied by overfitting, thereby reducing the reliability of the 
algorithm when processing new data. It was found that the optimal neural network architecture comprises 
three neurons in the hidden layer, providing a root mean square error of approximately 2 km and a maximum 
error not exceeding 5.5 km. The obtained results confirm the effectiveness of neural network methods for 
intelligent analysis of telemetry information and demonstrate the feasibility of developing scalable information 
and communication systems for early leak detection. The practical significance of this work lies in improving 
the accuracy of accident localization and reducing pipeline operation risks through the implementation of 
intelligent data processing algorithms within digital industrial monitoring platforms. 

Keywords: leak; leak detection; pipelines; artificial neural networks; multilayer perceptron; oil. 
 

Introduction 
In the context of the digitalization of industrial infrastructure and development of concepts of Industry 

4.0 and the Industrial Internet of Things (IIoT), the role of information and communication technologies in 
ensuring the reliability and safety of distributed engineering systems is steadily increasing. Oil and gas pipeline 
transportation systems belong to critically important facilities whose operation requires continuous monitoring, 
prompt data transmission, and intelligent information processing for the early detection of emergency 
situations. Effective leak detection and localization are key tasks of digital pipeline monitoring systems, as they 
enable timely notification of dispatching services about emerging faults, minimization of economic losses, and 
reduction of negative environmental impacts. 

To date, a number of review studies have been published addressing leak detection methods and leak 
localization in pipelines [1,2]. From the perspective of measurement data acquisition and processing, existing 
leak detection systems can generally be divided into external and internal approaches [3]. External methods 
are based on monitoring environmental parameters and the external condition of pipelines, including acoustic 
signals [4,5] and fiber-optic distributed sensing systems [6,7]. Internal methods typically rely on telemetry data 
obtained from pressure, flow, and temperature sensors and are implemented within supervisory control and 
information-communication systems such as SCADA. These methods include real-time transient flow modeling 
[8], the negative pressure wave method [9], pressure point analysis, and flow balance techniques. 

A critical analysis of existing methods shows that, despite the diversity of technical solutions, there is 
no universal approach to leak localization that is simultaneously accurate, robust, and cost-effective. The main 
limitations remain the high implementation cost, sensitivity to operational disturbances, algorithmic 
complexity, and a significant number of false alarms. In this regard, the development of new intelligent data 
processing methods is highly relevant, particularly those focused on the use of a limited set of measurements 
without relying on complex mathematical pipeline models. 

In recent years, within the development of information and communication technologies and computing 
platforms, machine learning and data analysis methods have become increasingly widespread. Owing to 
advances in parallel computing and graphics processing units, deep learning methods are actively applied to 
streaming data processing and anomaly detection in cyber-physical systems [10,11]. In pipeline monitoring 
applications, neural network methods are used for leak detection based on time-domain data [12–14] and 
frequency-domain analysis [15]. Autoencoders demonstrate effectiveness in analyzing unlabeled data and 
detecting deviations from nominal operating conditions [16,17], while convolutional neural networks are 
employed for the automatic extraction of informative features from measurement signals. 

Despite the active development of these approaches, most of them rely on complex architectures and 
require substantial computational resources, which limits their applicability in distributed information and 
communication monitoring systems. This paper proposes a practice-oriented neural network approach for 
determining the coordinates of a leak in an oil pipeline, based on the use of a two-layer multilayer perceptron 
and experimental data. The scientific novelty of the study lies in the analysis of the influence of neural network 
architecture on leak localization accuracy and in the selection of a minimally sufficient structure that ensures 
stable results without overfitting. The obtained results demonstrate the feasibility of developing 
computationally simple and efficient algorithms for intelligent processing of telemetry data, which are 

 

promising for integration into information and communication systems for monitoring and diagnostics of 
pipeline transportation. 

The paper is organized as follows. Section 2 formulates the leak localization problem based on 
measurable process parameters of pipeline transportation and describes the neural network approach to 
approximating the relationship between the input data and the leak coordinate. Section 3 presents the results 
of a computational experiment performed in the MATLAB environment, including an analysis of the effect of 
the number of neurons in the hidden layer on localization accuracy. Section 4 summarizes the main conclusions 
and outlines promising directions for future research. 

Research Methods  
The oil-product pipeline transportation system includes: connecting pipelines from the oil refinery to 

the main pumping station (MPS); the MPS with a tank farm that provides injection and the required head; the 
linear section of the main oil pipeline with associated line facilities; intermediate pumping stations for 
maintaining the head; branches to intermediate consumers; and the terminal facility intended for receiving, 
storing, and subsequent shipment or pumping of oil products [18-20]. 

When a leak occurs under steady-state transportation conditions, the only technological process 
parameters that may be considered unchanged are the pressure values at the beginning and at the end of the 
pipeline section (respectively, at the outlet of the MPS tank and at the inlet of the terminal tank). 

The operating parameters of the remaining pipeline infrastructure, in one way or another, change when 
a leak occurs [19,20]. 

The head ℎ𝑥𝑥𝑥𝑥 at an arbitrary point of the technological section 𝑥𝑥𝑥𝑥 with coordinate 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 , for a given pipeline 
flow rate 𝑄𝑄𝑄𝑄0, can be expressed as: 
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where ℎ𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖𝑖 is the head at the inlet of the technological section (tank outlet), m; 𝐻𝐻𝐻𝐻𝑖𝑖𝑖𝑖(𝑄𝑄𝑄𝑄0) is the head 

generated by the pump located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 at the specified flow rate 𝑄𝑄𝑄𝑄0, m; 𝑛𝑛𝑛𝑛 is the number of pumps 
located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥; ℎ𝑖𝑖𝑖𝑖

𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚(𝑄𝑄𝑄𝑄0) is the head loss on a local resistance located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 at 
the specified flow rate 𝑄𝑄𝑄𝑄0, m; 𝑓𝑓𝑓𝑓 is the number of local resistances located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥; ℎ𝑖𝑖𝑖𝑖

𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙(𝑄𝑄𝑄𝑄0) is the 
head loss on a linear segment located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥 at the specified flow rate 𝑄𝑄𝑄𝑄0, m; 𝑘𝑘𝑘𝑘 is the number of 
linear segments located upstream of point 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥. 

When a leak occurs with flow rate 𝑄𝑄𝑄𝑄𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘 and coordinate 𝐿𝐿𝐿𝐿𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, the flow rate upstream of the leak point 
increases to 𝑄𝑄𝑄𝑄1, while downstream of the leak point it decreases to 𝑄𝑄𝑄𝑄2. 
By definition, these flow rates are related by: 

 
𝑄𝑄𝑄𝑄1 − 𝑄𝑄𝑄𝑄2 = 𝑄𝑄𝑄𝑄𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 .     (2) 

 
Next, for definiteness, we consider the case of estimating the pressure reduction at an arbitrary required 

point 𝑥𝑥𝑥𝑥1 located upstream of the leak point. 
(For points located downstream of the leak point, similar derivations can be performed with respect to 

the end of the technological section.) 
The pressure reduction ∆𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1 up to the leak point (at the point with coordinate 𝐿𝐿𝐿𝐿𝑥𝑥𝑥𝑥1) when the pipeline 

flow rate increases to 𝑄𝑄𝑄𝑄1 is: 
 

∆𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1 = 𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1(𝑄𝑄𝑄𝑄0) − 𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1(𝑄𝑄𝑄𝑄1) .     (3) 
 
In the general case, the function Δ𝑃𝑃𝑃𝑃(𝑄𝑄𝑄𝑄) is nonlinear with respect to 𝑄𝑄𝑄𝑄 and can be represented as follows 

[20,21]: 
 

∆𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1 = 𝑓𝑓𝑓𝑓(𝑄𝑄𝑄𝑄𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, 𝑙𝑙𝑙𝑙𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, 𝑡𝑡𝑡𝑡𝑖𝑖𝑖𝑖𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑘𝑘𝑘𝑘, 𝑋𝑋𝑋𝑋, 𝑌𝑌𝑌𝑌, 𝐾𝐾𝐾𝐾, 𝐿𝐿𝐿𝐿, 𝑇𝑇𝑇𝑇0, 𝑥𝑥𝑥𝑥1) ,   (4) 
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where 𝑄𝑄𝑄𝑄𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙, 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙, 𝑡𝑡𝑡𝑡𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 are the leak flow rate, coordinate, and time of occurrence, respectively; 𝑋𝑋𝑋𝑋, 𝑌𝑌𝑌𝑌 are 
vectors of parameters of the main and booster pumps (rotation speed, switching-on and switching-off times); 
𝐾𝐾𝐾𝐾 is a vector of oil-product quality parameters (e.g., density, viscosity); 𝐿𝐿𝐿𝐿 represents the parameters of valves 
on the linear section (valve position, opening/closing time, valve coordinate relative to the reference point); 𝑇𝑇𝑇𝑇0 
is the oil-product temperature; 𝑥𝑥𝑥𝑥1 is the coordinate of the point at which the pressure drop ∆𝑃𝑃𝑃𝑃𝑥𝑥𝑥𝑥1 will be 
computed; and 𝑓𝑓𝑓𝑓 is a function describing the dependence of the pressure drop ∆𝑃𝑃𝑃𝑃. 

Given the known dependence 𝑓𝑓𝑓𝑓, and knowing ∆𝑃𝑃𝑃𝑃 along with the values of the remaining oil-product 
transportation parameters, it becomes possible to determine the leak location 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙. The estimation accuracy 
will depend on the measurement accuracy of the parameters and on the approximation accuracy of 𝑓𝑓𝑓𝑓. The 
function approximation problem can be addressed using artificial neural networks. 

It is well known that the formation of a leak with flow rate q results in a reduction of head and, 
consequently, a decrease in liquid pressure within the pipeline (Figure 1). 

The pressure drop ∆𝑃𝑃𝑃𝑃 at any point of the pipeline, in general form, can be described by equation (4). To 
compute ∆𝑃𝑃𝑃𝑃 using equation (4), it is necessary to approximate the function 𝑓𝑓𝑓𝑓. The function approximation task 
for 𝑓𝑓𝑓𝑓 can be divided into four stages (Figure 2). 

 

 
Figure 1. Pressure head reduction in the pipeline due to the formation of a leak with 

flow rate 𝑞𝑞𝑞𝑞. 
 
At the first stage, the most influential parameters affecting ∆𝑃𝑃𝑃𝑃 under leak conditions are identified. The 

initial dataset is divided into training data (used for neural network learning) and test data (used for validation 
and error estimation). At the second stage, a neural network architecture that is most suitable for the 
approximation task is selected. Depending on the chosen architecture, various neural network hyperparameters 
are tuned at the third stage. By evaluating the approximation error (stage 4), it becomes possible to determine 
such parameter values under which the neural network, for the selected dataset, achieves the minimum error 
on the test dataset. Thus, given a sufficiently large dataset, an appropriate neural network can be selected for 
each pipeline segment to estimate the leak location with minimal error. 

As the most essential parameters describing the oil-product transportation process in a pipeline, the 
following were selected: the pipeline gauge pressure and the oil-product flow rate. First, these parameters 
exhibit the most significant changes when a leak occurs. Second, they can be readily measured using sensors, 
and the installation and operation of pressure and flow sensors do not require substantial costs. 

 

 

 
Figure 2. Stages of solving the function approximation problem using neural networks. 

 
Let us consider the table of pressure-drop values recorded by the sensor at the moment of experimental 

oil-product withdrawal, under different leak locations relative to the pressure sensor and different leak flow 
rates (Table 1) [20-22]. The data were obtained experimentally during field testing of a pipeline leak detection 
system (LDS) on a main trunk pipeline. During the LDS testing, a leak was simulated by withdrawing oil product 
from the main pipeline into a non-pressurized tank. The magnitude of the simulated leak was controlled using 
a ball valve DN 25, PN 16 MPa (Figure 3). 

 
Table 1. Pressure drop for different flow-rate magnitudes and distances between  

the leak location and the pressure sensor, kgf/cm2 
Leak flow 
rate, L/min 

Distance between leak and sensor, km 
79 60 53 44 40 

160 0,0355 0,0450 0,0500 0,0570 0,0625 
120 0,0350 0,0385 0,0430 0,0495 0,0535 
100 0,0290 0,0360 0,0400 0,0465 0,0500 
80 0,0265 0,0278 0,0284 0,0300 0,0315 
60 - - - 0,0240 0,0248 
40 - - - - 0,0195 

 

 
Figure 3. Schematic diagram of oil-product withdrawal from the main trunk pipeline 
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where 𝑄𝑄𝑄𝑄𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙, 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙, 𝑡𝑡𝑡𝑡𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 are the leak flow rate, coordinate, and time of occurrence, respectively; 𝑋𝑋𝑋𝑋, 𝑌𝑌𝑌𝑌 are 
vectors of parameters of the main and booster pumps (rotation speed, switching-on and switching-off times); 
𝐾𝐾𝐾𝐾 is a vector of oil-product quality parameters (e.g., density, viscosity); 𝐿𝐿𝐿𝐿 represents the parameters of valves 
on the linear section (valve position, opening/closing time, valve coordinate relative to the reference point); 𝑇𝑇𝑇𝑇0 
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function approximation problem can be addressed using artificial neural networks. 

It is well known that the formation of a leak with flow rate q results in a reduction of head and, 
consequently, a decrease in liquid pressure within the pipeline (Figure 1). 
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As the most essential parameters describing the oil-product transportation process in a pipeline, the 
following were selected: the pipeline gauge pressure and the oil-product flow rate. First, these parameters 
exhibit the most significant changes when a leak occurs. Second, they can be readily measured using sensors, 
and the installation and operation of pressure and flow sensors do not require substantial costs. 
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Table 1. Pressure drop for different flow-rate magnitudes and distances between  

the leak location and the pressure sensor, kgf/cm2 
Leak flow 
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 Figure 3 presents a schematic diagram of oil-product withdrawal from the pipeline, where: 1 – flanged 
connection for installing interchangeable throttle orifice plates; 2 – main trunk oil pipeline; 3 – flanged 
connection; 4 – shut-off valve; 5 – air release valve; 6 – MO-160 pressure gauge (0–60 kgf/cm2), accuracy 
class 0.4; 7,8 – ball valve DN 25, PN 16 MPa; 9 – high-pressure hose; 10 – non-pressurized tank; 11 – gate 
valve DN 100; 12 – reducer from DN 100 to DN 25. 

As neural networks for approximating the function, we consider the multilayer feedforward perceptron 
as the most suitable option for this task (Figure 4).  

A two-layer network in which the first layer employs a sigmoid activation function and the second layer 
uses a linear activation function can be trained to approximate any function with arbitrary accuracy [21-23]. 

 

 
Figure 4.  Two-layer neural network. 

 
Results 
During a computational experiment conducted in the MATLAB environment, the influence of the 

number of neurons in the hidden layer of multilayer perceptron on the accuracy of estimating the leak 
coordinate in a pipeline was investigated. The number of neurons in the hidden layer was varied from 1 to 40, 
while for each network configuration the model was trained and subsequently evaluated in terms of prediction 
error on the test dataset [23]. 

At the first stage, the neural network was trained using the test data corresponding to leaks located at 
40, 53, 60, and 79 km, and it was tested using the data for a leak located at 44 km under different leak flow-
rate values (Table 1). The maximum error in estimating the leak coordinate was employed as an integral 
performance metric (Figure 5). 

 
 

 
Figure 5. Dependence of error on the number of hidden-layer neurons in the 

multilayer perceptron when testing for a leak at 44 km. 
 

 

The obtained results indicate that a small number of neurons leads to a significant error, which can be 
attributed to the limited approximation capability of the model. The minimum error values are achieved when 
using 3–4 neurons in the hidden layer. A further increase in the number of neurons does not improve accuracy 
and, in some cases, results in its deterioration. 

Similar computational experiments were carried out for leak locations at 53 km and 60 km. In the first 
case, the neural network was trained using data corresponding to leaks at 40, 44, 60, and 79 km, whereas in 
the second case, training was performed using data for leaks at 40, 44, 53, and 79 km (Figure 6). 

For the leak at 53 km, the highest accuracy is achieved when using two neurons in the hidden layer. For 
the leak at 60 km, the minimum error is observed when using 3–4 neurons. 
 

 
Figure 6. Dependence of error on the number of hidden-layer neurons in 

the multilayer perceptron when testing for leaks at 53 km and 60 km. 
 

For a comprehensive evaluation of the neural network accuracy across all considered scenarios, the root 
mean square error (RMSE) of leak location estimation was calculated using the following formula: 

 

   𝜎𝜎𝜎𝜎 = √1
𝑛𝑛𝑛𝑛 ∑ (𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖 − 𝑥̅𝑥𝑥𝑥)𝑛𝑛𝑛𝑛

𝑖𝑖𝑖𝑖=1   ,                                  (5) 

 
where 𝑥𝑥𝑥𝑥𝑖𝑖𝑖𝑖 is the actual leak location for the 𝑖𝑖𝑖𝑖-th neural network test, 𝑥̅𝑥𝑥𝑥 is the leak location estimated by 

the neural network, and 𝑛𝑛𝑛𝑛 is the number of neural network tests. 
Based on the aggregated results, it has been established that the minimum error is achieved when using 

three neurons in the hidden layer. With this architecture, the root mean square error is approximately 2 km, 
while the maximum error does not exceed 5.5 km (Figure 7). 
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For a comprehensive evaluation of the neural network accuracy across all considered scenarios, the root 
mean square error (RMSE) of leak location estimation was calculated using the following formula: 
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the neural network, and 𝑛𝑛𝑛𝑛 is the number of neural network tests. 
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Figure 7. Dependence of root-mean-square and maximum error on the 

number of hidden-layer neurons. 
 
Discussion 
An analysis of the dependence of the maximum error on the number of neurons in the hidden layer 

shows that increasing the model complexity leads to a nonlinear change in accuracy. A small number of neurons 
results in a high error due to the insufficient approximation capability of the network. The reduction in error 
observed with 2–4 neurons indicates the existence of an optimal range of model complexity at which the best 
balance between generalization ability and approximation accuracy is achieved. A further increase in the 
number of neurons does not improve model performance and, in some cases, leads to a deterioration of the 
results, indicating the onset of overfitting. This effect is particularly pronounced when the training dataset is 
limited and the data distribution along the pipeline segments is non-uniform. 

The differences in the optimal number of neurons for different sections (44, 53, and 60 km) can be 
explained by the heterogeneity of the training data and the specific characteristics of interpolation in different 
regions of the pipeline system. A combined analysis of the maximum error and the root mean square error 
indicates that the optimal architecture for the considered problem is a two-layer perceptron with three neurons 
in the hidden layer, providing a balance between accuracy, robustness, and computational complexity. 

Conclusion  
This study develops and implements an algorithm for the intelligent processing of telemetry data aimed 

at determining the coordinates of a pipeline leak, based on the application of a two-layer neural network and 
intended for use in information and communication monitoring systems. The model is implemented in the 
MATLAB environment and utilizes experimental data corresponding to various flow rate values of the 
transported medium, which allows the proposed approach to be considered as an element of a digital analysis 
and decision-support system. A computational experiment was conducted to investigate the influence of the 
neural network structure on leak localization accuracy, within which the effect of the number of neurons in the 
hidden layer on the algorithm’s performance metrics was analyzed. It was established that there exists an 
optimal range of model complexity at which the best trade-off between accuracy and computational efficiency 
is achieved. It is shown that the use of 3–4 neurons in the hidden layer ensures the minimum error in 
determining the leak coordinates, whereas further increasing the network dimensionality does not lead to 
accuracy improvement and may be accompanied by overfitting, which reduces the robustness of the algorithm 
when processing new data. It was determined that the optimal neural network architecture with three neurons 
in the hidden layer provides a root mean square error of approximately 2 km and a maximum error not 
exceeding 5.5 km on test datasets. The obtained results confirm the feasibility of applying small-scale neural 
networks for the intelligent analysis of measurement information under conditions of a limited training dataset 
and constrained computational resources, which is an important factor for practical implementation in 

 

distributed information and communication systems. The results of this study can be used in the development 
of intelligent monitoring, diagnostics, and supervisory control systems for pipeline transportation operating 
within digital Industrial Internet of Things platforms and SCADA systems. Future research directions are 
associated with extending the functional capabilities of the proposed approach through the use of alternative 
neural network architectures, including deep, recurrent, and convolutional models, as well as hybrid methods 
combining machine learning with classical signal processing and statistical analysis algorithms, which may 
further improve the accuracy and robustness of leak localization under real operating conditions. 
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neural network structure on leak localization accuracy, within which the effect of the number of neurons in the 
hidden layer on the algorithm’s performance metrics was analyzed. It was established that there exists an 
optimal range of model complexity at which the best trade-off between accuracy and computational efficiency 
is achieved. It is shown that the use of 3–4 neurons in the hidden layer ensures the minimum error in 
determining the leak coordinates, whereas further increasing the network dimensionality does not lead to 
accuracy improvement and may be accompanied by overfitting, which reduces the robustness of the algorithm 
when processing new data. It was determined that the optimal neural network architecture with three neurons 
in the hidden layer provides a root mean square error of approximately 2 km and a maximum error not 
exceeding 5.5 km on test datasets. The obtained results confirm the feasibility of applying small-scale neural 
networks for the intelligent analysis of measurement information under conditions of a limited training dataset 
and constrained computational resources, which is an important factor for practical implementation in 
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associated with extending the functional capabilities of the proposed approach through the use of alternative 
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combining machine learning with classical signal processing and statistical analysis algorithms, which may 
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DECENTRALIZED IDENTITY AND ACCESS MANAGEMENT IN INTERNET OF THINGS 
SYSTEMS BASED ON BLOCKCHAIN 

 
Abstract: The exponential proliferation of Internet of Things (IoT) devices presents critical challenges 

to traditional centralized identity and access management systems, which are plagued by issues of scalability, 
single points of failure, and significant privacy risks. While blockchain technology offers a promising 
decentralized alternative, its direct application is often hindered by low transaction throughput, high costs, 
and the computational limitations of IoT devices. This study addresses these challenges by proposing and 
formally evaluating HybID-AC, a novel hybrid architecture for decentralized identity and access management 
tailored for large-scale, heterogeneous IoT ecosystems. The methodology involves a dual-layer design that 
separates global trust anchoring from local execution. A highly scalable, feeless Directed Acyclic Graph (DAG) 
based distributed ledger serves as a public "anchor layer" for registering W3C standard Decentralized 
Identifiers (DIDs) and access policy hashes. All high-frequency access control operations are processed off-
chain at the "edge layer" using the DIDComm v2 peer-to-peer protocol, Attribute-Based Access Control (ABAC) 
for fine-grained policy enforcement, and Zero-Knowledge Proofs (ZKP) to ensure privacy-preserving attribute 
verification. The results of our analytical evaluation demonstrate that the HybID-AC architecture achieves 
orders-of-magnitude improvements in latency and cost-efficiency compared to fully on-chain models, 
maintaining consistent performance as the network scales. Furthermore, we introduce an original probabilistic 
model that provides a quantitative metric for assessing the integral security risk of ABAC policies against 
attribute compromise. The study concludes that this hybrid approach effectively resolves the inherent trade-
offs of blockchain in an IoT context, offering a robust, scalable, and interoperable framework that empowers 
devices with self-sovereign identity while ensuring security and privacy by design. 

Keywords: Internet of Things (IoT); blockchain; decentralized identity (DID); self-sovereign identity 
(SSI); access control; attribute-based access control (ABAC); verifiable credentials (VC). 

 
 


