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DEVELOPMENT OF A METHODOLOGY FOR DATA NORMALISATION 
AND AGGREGATION TO ENHANCE SECURITY LEVELS IN INTERNET 

OF THINGS INTERACTIONS

Abstract: The number of interacting devices is increasing every day, and with this constant 
innovation, serious security challenges arise. The concept of the Internet of Things is being ac-
tively applied in both domestic and industrial settings. Researchers are increasingly highlight-
ing the challenges and importance of network security. Data preprocessing plays an important 
role in security by transforming the input data corresponding to algorithmic criteria and there-
by contributing to the prediction accuracy. The data preprocessing process is determined by 
many factors, including the processing algorithm, the data, and the application. Moreover, in 
Internet of Things interactions, data normalisation and aggregation can significantly improve 
security and reduce the amount of data used further decision making. This paper discusses the 
challenges of data normalisation and aggregation in the IoT to handle large amounts of data 
generated by multiple connected IoT devices. A secure data normalisation and aggregation 
method promotes successful minimised data transfer over the network and provides scala-
bility to meet the increasing demands of IoT deployment. The proposed work presents ap-
proaches used in data aggregation protocols that address interference, fault tolerance, security 
and mobility issues. A local aggregation approach using the run-length encoding algorithm 
is presented. The proposed technique consists of data acquisition, data preprocessing, data 
normalisation and data aggregation steps. Data normalisation was performed via the Z-score 
algorithm, and the LEACH algorithm was used for data aggregation. In the experimental study, 
the percentage of faulty nodes reached 35%. The performance of the proposed solution was 
0.82. The results demonstrate a reduction in resource consumption while maintaining the 
value and integrity of the data.
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Introduction
In today’s world, digitalisation is a key driver of economic growth. Kazakhstan is developing 

e-commerce, digital financial services and digital platforms to improve business processes. 
One of the areas of digitalisation is the Internet of Things (IoT). An increasing number of devic-
es are becoming ‘smart’, with the IoT network penetrating homes, cities, industry, medicine and 
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agriculture. This opens new opportunities to improve efficiency, comfort and safety. Kazakh-
stan aims to be at the forefront of change, opening new horizons of opportunity for its citizens. 
According to early estimates by research firm J’son & Partners Consulting, the IoT market size 
in Kazakhstan will grow at a CAGR of 21.2% and will triple the market size in 2019 by the 
end of 2024 [1]. The benefit of the IoT is reflected in the global numbers as well. According to 
Statista, the number of IoT-connected devices worldwide is expected to grow from 8-6 billion 
in 2019 to 29.42 billion by 2030 [2].

As IoT devices become more pervasive, security and privacy become more important. Many 
IoT devices are vulnerable to various cyber threats that can jeopardise the security and privacy 
of sensitive data [3]. IoT devices collect large amounts of personal data, raising concerns about 
privacy and data protection [4]. This study explored data normalisation and aggregation meth-
ods to improve data security when interacting with the Internet of Things.

S. Abbasian Dehkordi, et al. presented research results of data aggregation methods in wire-
less sensor network (WSN) with respect to terrestrial, underground, underwater and body func-
tional domains. The applications, advantages and disadvantages of using each method have 
been described [5]. The authors also note that no comprehensive and consistent approach to 
data aggregation has been presented that is able to combine security, communication over-
head, energy consumption and the data compression ratio. 

In IoT interactions, a key issue is how important information can be processed in a more 
energy-efficient way. Kamal Gulati, et al. highlighted the importance of energy-efficient data 
aggregation techniques. As a result of their research, they presented various approaches and 
algorithms for energy-efficient data aggregation in IoT-WSN systems [6].

Liu, X. et al. proposed a data aggregation method to guarantee IoT security, eliminate data 
collection redundancy and improve the energy efficiency of smart nodes. The proposed ap-
proach results in higher security, longer lifetimes and better accuracy. Although the security 
assurance is demonstrated from the experimental results, but at the same time, it is important 
to note that further research is needed to investigate the impact of different packet loss rates 
on aggregation accuracy [7].

To improve the reliability level and uptime of the network supporting IoT services, Haseeb, 
K. et al. proposed a structure-based data aggregation method with optimal data forwarding 
processing [8]. In [9], the authors proposed a method for edge computing that supports the 
IoT. The proposed method covers three mechanisms, namely, block header construction, sensi-
tive task decomposition and task receiver separation to prevent privacy disclosure. By exploit-
ing the distributed nature and other advanced features of fog computing, the authors of [10] 
proposed an approach that reduces communication overheads and energy consumption while 
maintaining secure and reliable aggregation of healthcare data between medical sensors and 
cloud servers. Diène, B., et al. presented a classification of data aggregation techniques based 
on a network model, topology, key cryptography technique, encryption method, application, 
authentication mechanism and data recovery capability to ensure security [11].

In general, data normalisation and aggregation for secure IoT interactions is an impor-
tant concept, as evidenced by the existence of various studies in this direction. However, the 
covered studies, within the scope of our study, do not present an approach that combines 
elements of both normalisation and aggregation of data received from IoT devices. The aim 
of study is to develop and evaluate the effectiveness of a data normalisation and aggregation 
approach to improve the security of data transmission in IoT networks. To achieve this goal, 
the researchers studied multiple methods for collecting data in IoT interactions, developed a 
new approach based on the Z-score and LEACH algorithms, and then conducted a real-time 
experimental study of the proposed approach to determine how well it works.
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Methods and Materials
This section discusses the architecture of the IoT, presents possible threats with respect 

to each layer of the architecture, various data normalisation methods, and data aggregation 
techniques, and describes the local aggregation algorithm.

Architecture. Smart cities, smart manufacturing, healthcare, and agriculture are some of the 
types of IoT applications where data normalisation and aggregation are used. For example, 
in the smart city sector, data normalisation and aggregation can optimise the management of 
city infrastructure operations. In the healthcare sector, it can help improve patient care [12]. 
In addition to these benefits, there are also threats. The traditional IoT architecture consists of 
three layers: the physical device layer, the network layer and the application layer [13], [14]. 
Figure 1 summarises the levels of the IoT architecture and the possible threats at each level.

IoT devices generate large volumes of data that need to be collected and transmitted to 
servers for processing. The IoT architecture must be designed to ensure reliable and efficient 
data transmission, considering bandwidth and network constraints. The collected data need to 
be processed and stored for further analysis. The IoT architecture should support various data 
processing techniques such as filtering, aggregation and analysis. The data storage must be 
scalable and reliable to accommodate large amounts of data. 

In summary, IoT architecture, data normalisation and aggregation are complementary ele-
ments that work together to ensure that IoT systems function effectively.

Figure 1. Threats in relation to each layer of the architecture

Data normalisation methods. The process of data normalisation, which aims to bring data 
values to a common scale [15]. Data normalisation is the process of preparing clean data 
[16], [17]. Through data normalisation, data are organised so that they become similar in all 
records and fields. This standardisation increases the cohesion of different records, allowing 
data cleaning and improving data quality. The process ensures that data are stored logically, 
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eliminating unstructured data and data redundancy. If data normalisation is carried out ac-
cording to the steps shown in Figure 2, the result is a standardised input of information.

Figure 2. Stages of data normalisation

When selecting the IoT data normalisation method, methods such as Min-Max Scaling, 
Z-score normalisation, Decimal scaling, Unit conversion, and Encoding categorical data were 
investigated. The advantages and disadvantages of the data normalisation methods have been 
identified and are presented in Table 1.

Table 1. IoT data normalisation methods

Method Work Advantages Disadvantages
Min-Max Scaling [18, 19] Simple and efficient for 

numerical data with a well-
defined value range

Sensitive to outliers that can 
skew the scaling

Z-score 
normalisation

[19, 20] Less sensitive to outliers 
compared to Min-Max scaling

Requires knowledge of the entire 
dataset for calculating mean and 
standard deviation

Decimal scaling [21] Preserves the relative order of 
data points and is efficient for 
data with similar scales

Doesn't address inherent 
differences in data ranges or 
units

Unit conversion [22] Enables comparison of data from 
devices using different sensors 
or measurement systems

Requires knowledge of the 
original units and potential loss 
of information during conversion

Encoding 
categorical data

[23] Еnables algorithms to 
understand relationships 
between categorical variables

Can increase data dimensionality 
depending on the number of 
categories

The choice of the appropriate normalisation method depends on the type of data, the de-
sired result and the purpose of using the normalised data. Importantly, normalisation methods 
are more suitable for numeric data, whereas categorical data require coding methods.

Data aggregation techniques. The process of data aggregation combines numerical values 
into a single representative value, a process that is performed via aggregation functions [24]. 
These functions are used when data reduction, data quality enhancement, information extrac-
tion, etc., are needed. The different data aggregation techniques are shown in Figure 3.
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Figure 3. Data aggregation techniques

The IoT architecture must support different levels of data aggregation, from simple summa-
ries to complex analytical models. Data aggregation needs to guarantee security and privacy. 
Table 2 summarises the aggregation approaches used in the research.

Table 2. Analysing research on IoT data aggregation

Paper Year Main goal Open issue

[25] 2024 Investigation of data aggregation by 
adding noise, random permutation and 
parameter estimation

Trade-offs between utility and 
privacy are not covered

[26] 2024 The authors propose a scheme for 
data aggregation and exchange using 
homomorphic encryption with multiple 
keys

Technological errors are not 
highlighted

[27] 2024 A fog-based data aggregation method 
using  Douglas-Peucker algorithm 
and random response mechanism is 
investigated

Integration of homomorphic 
encryption techniques for data 
integrity assurance

[28] 2024 An approach for securely collecting 
and transmitting aggregated data is 
investigated 

Aggregation and redundancy-aware 
data transfer based on sensor node

[29] 2024 A data aggregation scheme with 
multifunctionality is proposed

A privacy-focused scheme using 
common cryptographic techniques 
is investigated

[30] 2024 The authors propose a parameter 
aggregation technique using a mechanism 
to protect client privacy in federated 
learning process

An optimisation technique for the 
FL system from a local learning 
perspective

[31] 2024 Data aggregation protocols are 
investigated to address network topology, 
interference, fault tolerance, mobility and 
security issues

Optimal utilisation of network 
resources, workflow management 
and routing protocols
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The above research uses various aggregation mechanisms to ensure privacy, security and 
efficiency in general. However, the direction of data aggregation is not exhausted and has sev-
eral open questions concerning trade-offs between utility and privacy, robustness to techno-
logical failures, integration with encryption techniques and optimisation of network resources.

Localised aggregation. The Run-Length Encoding algorithm provides a simple and efficient 
way to compress data with long sequences of repetitive symbols [32]. With a linear time com-
plexity of O(n) and a linear spatial complexity of O(n), it is suitable for various applications 
where data transmission over networks is required (Algorithm 1).

The multitude of data generated by IoT devices has increased the complexity of data man-
agement. A previous study [33] presented the need to efficiently reduce the amount of IoT 
data efficiently while maintaining data integrity via the Run-Length Encoding algorithm. The 
algorithm is used locally and is applied for secure and energy-efficient data processing in IoT 
edge networks [34-36].

Algorithm 1. Algorithm Run-Length Encoding

public static class RLE
{
    public static string Encode(string input)
    {
        if (string.IsNullOrEmpty(input))
        {
            return string.Empty;
        }
        StringBuilder sb = new StringBuilder();
        int count = 1;
        char current = input[0];
        for (int i = 1; i < input.Length; i++)
        {
            if (input[i] == current)
            {
                count++;
            }
            else
            {
                sb.Append(count.ToString() + current);
                count = 1;
                current = input[i];
            }
        }
        sb.Append(count.ToString() + current);
        return sb.ToString();  }

Proposed System
In this section, a data normalisation and aggregation technique, which consists of data col-

lection, data preprocessing, data normalisation and data aggregation steps, is proposed.
Implementing data integration in the IoT is a complex process, as shown in Figure 4. 

DOI: 10.37943/19UQOC7381
© Aigul Adamova, Tamara Zhukabayeva



22 Scientific Journal of Astana IT University
ISSN (P): 2707-9031   ISSN (E): 2707-904X

VOLUME 19, SEPTEMBER 2024

Figure 4. Data aggregation and normalisation process

Initially, data is collected from multiple IoT devices. The data may vary in type and source. 
However, its raw and unstructured nature makes it difficult to directly select the most impor-
tant information, so it is then moved to a preprocessing stage. In the next stage, the data are 
cleaned and standardised. The main purpose of this stage is to prepare the data for statistical 
analysis, i.e., to eliminate inconsistencies and recover missing values. Next, the preprocessed 
data are compiled into a form that is easy to read and integrate. This process involves trans-
forming the data through calculations, sorting or grouping to produce an output that can pro-
vide useful information. Finally, the collected data are analysed. Here, the data are scrutinised 
to identify trends, patterns and correlations. Using data analysis tools, valuable information is 
extracted from the collected data, which can then be used to make decisions.

During the data aggregation stage, fault tolerance is an important factor. The aggregation 
of network traffic when IoT devices communicate with each other can help solve the fault 
tolerance problem and summarise the capacity of the data links involved in the aggregation. 
In fact, most IoT network traffic flows are aggregated and come from various sensors and 
transducers.

If the target process is represented as a sequence S = (S1, S2, S3, ...Sk), N is the number of 
elements of the sequence, and φ2 is the variance, where k = 1, 2, 3, ... . The autocorrelation 
function F(l) is calculated according to formula (1).

(1)

The aggregated flow is specified via sequential blocks whose elements are obtained from 
the original flow by averaging.

Results
The experimental study resulted in normalised and aggregated data, which were obtained 

via Z-score normalisation and the LEACH algorithm. The initial data were generated by sensors 
and nodes that were randomly located in a 500 by 500 metre network area. The number of 
nodes in the network ranges from 20-100, with 5 clusters and the packet sizes are 1024 bytes.
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Z-score normalisation transforms each column of the dataset so that its mean is zero and its 
standard deviation is one. The results of the data normalisation process are shown in Figure 5. In 
the first graph, the mean value for the selected column is 0.25 and the standard deviation is 0.15. 
The second graph shows that the values of the column after normalisation range from -0.2 to 1.2.

  a) before normalisation    b) after normalisation

Figure 5. Data normalisation process

Z-score normalisation helps to improve convergence by preparing the data for further pro-
cessing using machine learning algorithms. At the same time, data normalisation provides an 
opportunity to compare different features per model. However, in addition to these advantages, 
there are also disadvantages such as loss of information and possible distortion of the mean 
and standard deviation. The application depends on the task at hand and the original data.

The LEACH algorithm was used for data aggregation to maintain balanced load balancing 
among all nodes in the IoT network. The protocol has a hierarchical structure with three types 
of participants: receivers, cluster head nodes and cluster nodes. The cluster nodes have two 
main functions: data collection and data transmission. After the cluster head node receives 
information from all the nodes in its cluster, it goes into sleep mode to save energy. Upon 
waking, the cluster head node aggregates the received information and sends the aggregated 
data to the sink node. The percentage of data aggregation decreases in the presence of faulty 
nodes. In the experimental study, the percentage of faulty nodes varies from 0 to 35%. Figure 
6 shows the percentage of data aggregation where the abscissa axis shows the number of 
sensors. The investigated LEACH algorithm has an average value of 0.82.

Figure 6. Data normalisation process
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The proposed data normalisation and aggregation technique enables efficient load balanc-
ing among the nodes of the IoT network while providing a hierarchical control structure. Table 
3 shows the comparison results of the proposed methodology with other research results. 

Table 3. Comparison of the obtained results with those of other studies

Paper Methods Result
[37] F-LEACH improvement by 5-20% 

[38] Data aggregation and data driven 
discretisation method improvement by 16,5%

[39] Data gathering and aggregation with selective 
transmission, prefix frequency filtering

the solutions performance 
indicator 0,73: 0,69

Proposed 
System Z-Score, LEACH algorithm the solutions performance 

indicator 0,82

The table presents the results of the performance comparisons of different IoT data nor-
malisation and aggregation methods. The results show that using F-LEACH can improve the 
performance by 5-20% [37], whereas the methods used in [38] can improve the performance 
by 16.5%. The solution obtained in [39] demonstrates the data collection and aggregation 
performance using the selective transmission method by 0.73 and the prefix frequency fil-
tering by 0.69. The proposed model, which combines Z-Score normalisation and the LEACH 
algorithm, achieves the best performance, with a solution performance score of 0.82.

Discussion
Data normalisation and aggregation enable real-time tracking of IoT devices, which in turn 

facilitates rapid responses to attacks, anomalies, problems or emerging opportunities. One 
of the greatest challenges in IoT data normalisation and aggregation is ensuring data integ-
rity. The sheer volume and variety of data from multiple IoT devices make it susceptible to 
inconsistencies, inaccuracies, and duplication. Protecting the accuracy and reliability of data 
is a significant hurdle. Another major challenge is the privacy concerns associated with data 
normalisation and aggregation. In turn, data aggregation can provide anonymisation; it must 
balance the collection of sufficient data while ensuring the privacy of individuals.

The experimental results showed that the proposed method based on Z-score and LEACH 
algorithms can effectively reduce the amount of transmitted data while maintaining high 
accuracy. The Z-score algorithm successfully detected and removed outliers, which improved 
the data quality for subsequent aggregation. The LEACH algorithm ensured uniform load bal-
ancing among the network nodes and minimised the energy cost. Comparison with tradition-
al aggregation methods showed that our approach provided higher accuracy and scalability. 
However, it should be noted that the effectiveness of the method may decrease when the 
network is highly dynamic or in the presence of complex data patterns. Adaptive aggregation 
methods that can automatically adjust to changing network conditions can be considered as 
a future research direction.

Conclusion 
The presented research is aimed at solving the actual problem of data security in IoT net-

works. The authors proposed and verified a methodology of data normalisation and aggrega-
tion in the interaction of the IoT, which contributes to reducing the volume of transmitted data, 
increasing the security and efficiency of the system as a whole. The proposed data processing 
methodology for IoT systems includes the stages of data collection, preprocessing, normali-
sation and aggregation. For normalisation, a Z-score algorithm was used which successfully 
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detected and handled outliers in the data. Data aggregation was performed using the LEACH 
algorithm, which reduced the load on the network and optimised the power consumption. To 
validate the proposed methodology, sensors and nodes of 20, 50 and 100 sensors and nodes 
arranged in random order have been considered. The data normalisation and aggregation 
technique can successfully enable the network to minimise data transmission and energy con-
sumption when the data aggregation process is performed in a secure manner. Therefore, it is 
very important to ensure that the network is secure when implementing the data normalisa-
tion and aggregation process so that it is possible to retrieve the original information from the 
data owner within a short period of time. On this basis, this paper presents the research results 
of scholars who have studied and proposed various methods to secure the data aggregation 
process in their own way. The presented methodology for aggregation and normalisation of 
data received from IoT devices is necessary to highlight their operational mechanism, advan-
tages and limitations. A similar comparative study of the approaches used in the process of 
data normalisation and aggregation was presented, which addresses the issues of interference, 
fault tolerance, security and mobility. While discussing the methods of data normalisation and 
aggregation, a study of their applicability to IoT networks was presented. Aggregating data 
from different IoT devices allows us to identify patterns, trends and correlations. The results of 
the study can be useful for IoT system developers and cybersecurity researchers. Future work 
will explore different scenarios via methods that consider limited client resources, heteroge-
neous client data, server capacity and high communication costs.
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